NETWORKING TECHNOLOGY &
ONLINE OPPORTUNITIES
BACKGROUND
Introduction
It is not possible to conduct a case study of a school environment
given the current employment environment. The report therefore is based on the
networking technologies of Abalinx. Abalinx is a Community Network Organisation,
(CNO) that is serving the community in the northern suburbs of Melbourne. It has a
current five year organisational network plan that encompasses medium and long term
objectives. The network is currently undergoing trials to ascertain the operational,
management, security and maintenance protocols.
Evaluation and Assessment
Evaluation and assessment are on going with
progressive operational checks being conducted periodically to ensure that resources and
manpower are compatible. This Evaluation report details and analyses the network
structure, assesses the educational values, benefits to the clients and highlights the type
of hardware and software technologies used. In addition, the report demonstrates the
strengths and weaknesses of the network and the strategies implemented to recover from
physical and electronic attack.
Considerable research material was derived from references to previous discussion
groups with Glenn Russell during his Media presentations in 2003, BALD. All other
material research is based on personal experiences and information relating to this unit.
Aims of the organisation
The aim of the organisation is to effectively provide the
youth, the mature aged and unemployed with access to up to date educational, training
and access to academic resources.
Stakeholders
The stakeholders are a make up of professionals, semi professionals,
unskilled, unemployed, Industry, Government organisations, Non government
organisations, Youth and Mature Age members.
Management
The network is being maintained by a part time Network Manager. In
addition to the generic control functions, the Manager’s responsibilities include:
Occupation and Health and Safety issues, Privacy issues, Security issues, and ongoing
evaluation, review and assessment strategies. The above responsibilities are conducted
in accordance with Abalinx Policies and Procedures as well as current government
legislation and practices.
EDUCATIONAL BENEFITS AND VALUES
Easy to use network
The network has been created with the end user in mind.
Access to the network will depend on the program and level of access, a user client has.
The online programs will be based upon Dream-weaver technologies using HTML in
areas that require individual attention.

Paying clients will have access to the Mail and File server for information, studies, chat
lines, forums, conference updates and other programs relevant to their needs. Non paying
customers, in addition to their selected programs will access to the internet to send and
receive messages by third party mail carriers.
Additional support resources Posters, diagrams and staff will be on hand to provide
the network and computer support. In addition, clients who require one on one computer
support will be directed to attend the organisations free access computer support
programs. Microsoft products and current operating systems are also in place to ensure
that clients receive the use the latest technology. Handouts, booklets and manuals will
also be available to the clients.
Access to government and non profit educational facilities will be available via the
organisations computer facilities and internet to provide educational experience where
necessary.
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Value to staff and clients using the network
The network structure has been
designed to provide an additional services to the community other than that provided by
councils. Its network structure is such that it attracts the local, interstate and the overseas
community. Innovative and creative forums, for chat lines, local news, events, projects,
support groups, self help, and mutual community support services will be in place. In
addition the network structure will entail an entire section that is dedicated to the mature
age group.

NETWORK TECHNOLOGIES
Upgradeable Network technologies
The hardware is the current state of the
art and has been designed to ensure that it is upgradeable to keep abreast of new
technology. A forward strategy based on current technology was conducted which
indicated that a minimum of hardware interchanges would be required. To overcome
potential hardware problems, funds have been allocated for the next five years. Policies
and procedures have been created to reflect the new technology and strategies
implemented to meet new and unforeseen changes within the networking industry.
Hardware The hardware that comprises the network is a conglomeration of two
servers, served by a permanent IP Address using ADSL as the carrier. The web and mail
server has twin mirror hard drives to be able to counter any potential threats or
breakdowns. The file server has a single hard drive with an external hard drive cassette
that enables a backup of information. The cassettes are maintained in a separate location
for security purposes. .
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Software
The server operating system being utilised is based upon Linux, as this is
considered a far more stable operating system than Microsoft technologies. Anti virus and
have been installed to provide a secondary defence against potential attacks. The
operating systems in place for all internal computers are XP, Millennium and Windows 98.
The aim of this is to retain, useful, but older programs based on the previous
technologies. All other programs relating to clients are based on the latest Microsoft
technology.

Network Structure types and levels
The network has two functions, one to
provide a LAN to the organisation and the second to provide a service to the local and
wider community. The network comprises of two servers, one as the Web and Mail
Server while the other is a file server for the storage of information and data. The network
will provide a service to five computers located throughout the office environment.
A detailed Abalinx Network Structure diagram is shown below:
ABALINX NETWORK
STRUCTURE
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NETWORK EFFICIENCY AND EFFECTIVENESS

Security
Physical security of the network is based upon the five in one principle,
backed up by a three point of entry electronic means of security. The Five in one principle
is a physical enclosure of the network in a room within an enclosure to the level of five
points of physical entry. The electronic three point entry involves The ADSL line, The

Modem Router, and the password. There is room for a further development of the three
point entry to a five point entry to bring it into line with the physical barrier security.

Strengths and Weaknesses Analysis
A preliminary study of the network
structure indicate that the major strengths of the Network structure lie with the ongoing
maintenance, electronic access protocols and the implementation of the Monitor, Alert
and Recover Kit, (MARK). On the other hand, the weakness in the network structure is
the physical location of the hardware. The hardware is not monitored 24 hours per day
and is prone to overheating and damage to the air conditioning is another factor to be
considered. The physical removal of the network by unknown persons despite the
security is also within the realms of weakness.
Evaluation, Assessment and Recovery Matrix strategies
Every three weeks a
dummy Survivability and Recover Simulation Strategy will be conducted to simulate an
external physical and electronic attack. This simulation will run for approximately two
hours and is designed to test the effectiveness of the Monitor, Alert and Recover Kit,
(MARK). The simulation may include power failure, ADSL reduction services and
possible electronic interference.

STRATEGIC NETWORK PLAN
Five Year Organisational Strategic Network plan During the planning phases, a three
to five year plan was designed and implemented. The five year plan comprised of the
following:
•

Year one:
Research, Planning, infrastructure, Installation, Evaluation, Review,
Assessment, Implementation.

•

Year Two: Implementation of the Abalinx Website. Providing internet and mail
services to select customers.

•

Year Three:
Consolidation of current programs and services.
Review
organisational relationships and employment of a satellite dish for overseas clients.

•

Year Four:
Research and put into place Adult Education technologies and
Mature Age programs to meet the future.

•

Year Five: Consider amalgamation opportunities and expansion of the Web and
mail Server services.

Budget
A budget of $60, 000:00 over a five year period as been allocated for the
Abalinx network. $10,000.00 has been spent on the purchase of equipment and software.
In addition to the equipment, $15,000.00 has been allocated for research, visits and
meetings. $20,000.00 for the administrative overheads, which includes rent, telephone,
gas, water, electricity, insurance, stationary, software and hardware upgrades for five
years. The remainder of the budget allocation is for advance research, material resource
purchases and reserve funding.

FINAL ANALYSIS
Findings
A review of the Abalinx evaluation report is as follows: It is suggested that
alternative staff be co-trained to act as the network administrator in the event of a worse
case scenario. Physical security is reviewed every month and keys marked with an ID to
the inner network perimeter be checked and changed if necessary. Maintenance of up to
date virus checks and daily maintenance of the mail and web servers be carried out.
Lessons learnt
It was of interest to note that the more in depth study of the network
structure the more familiar I became with networks, the added peripherals, communication
protocols and the policies and procedures necessary to ensure a secure environment.
However despite this knowledge, I came to the realization that no matter how
sophisticated the hardware, software and policies that were put into place, an attack by a
determined hacker is inevitable.
Conclusion
The evaluation and assessment of the Abalinx network system
structure is based upon a potential client base that is governed by government and non
government funding. This in itself is a serious flaw if the funding does not eventuate. The
Challenges faced by Abalinx are not great and it is fortunate that the staff have the
appropriate expertise and knowledge to remain abreast of new technologies.
It is believed that given the worst possible scenario that the network could be faced with;
is the physical removal of the network system by unknown persons with minimal
electronic attack by external forces. The network’s design, structure and location are
above average for a small organisation as Abalinx.
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NETWORK TERMINOLOGY AND DEFINTIONS
The following basic network definitions are commonly used within the organisation.
Browser

A client program that retrieves documents and other materials from a server.

CNO

Community Network Organisation.

Email
else.

A software application that allows exchange of messages with someone

Download

The process of receiving information from another computer.

DNS

The Domain Name System which identifies each computer.

Dial-up

A computer connection that is brought up and brought down as needed.

Gateway

A computer system that translates messages between types of protocols.

Home Page The document that is accessed first on a World Wide Web server.

Host

A computer that is connected directly to the Internet.

HTML

Hypertext Mark-up Language. The language used to create hyperlinks.

IP Address. Internet Protocol Address The address of a computer attached to a network.
Internet

The name given to the collective electronic network of computers.

LAN

Local Area Network. A collection of computers and other devices.

Modem

A device that allows for flow of information on the telephone network.

Router

A device that forwards data from one network (LAN) to another.

Service
Provider

An organization that provides a connection to Internet.

The Voice from the Pavement - Peter Adamis is a (not for profit) Journalist/Commentator. He is a retired
Australian military serviceman and an Industry organisational & Occupational (OHS) & Training Consultant
whose interests are within the parameters of domestic and international political spectrum. He is an avid
blogger and contributes to domestic and international community news media outlets as well as to local
and Ethnic News. He holds a Bachelor of Adult Learning & Development (Monash), Grad Dip
Occupational Health & Safety, (Monash), Dip. Training & Assessment, Dip Public Administration, and Dip
Frontline Management. Contact via Email: abalinx@netspace.net.au or via Mobile: 0409965538

